ABSTRACT This paper investigates the physical layer security (PLS) for the transmission of confidential information over satellite communication systems under unified framework. The generalized shadowedRician (SR) fading is utilized to model the satellite channel, and multiple legitimate users are served to cooperatively receive the broadcast signal with a cluster of unauthorized eavesdroppers. In particular, the channel estimation error (CEE) is considered for both the legitimate user and eavesdropping links. Based on the practical channel modeling, we derive the closed-form expressions for the probability of strictly positive secrecy capacity (PSPSC), secrecy outage probability (SOP), and average secrecy capacity (ASC) of the considered satellite communication system in the presence of imperfect channel estimation (ICE), which can provide efficient methods to evaluate the impacts of various propagation parameters on the secrecy performance. In order to obtain further insights into the key parameters on the secrecy performance at high signal-to-noise ratios (SNRs), the asymptotic expressions of the SOP and ASC are also derived. Monte Carlo simulation results are provided to verify the correctness of our performance analysis.
• We first establish a unified framework of a satellite communication system, where both the multiple legitimate users and multiple eavesdroppers are considered, and the practical training-based ICE is also employed.
• Secondly, the closed-form expressions for various performance merits, including the PSPSC, SOP and ASC, are derived to characterize the key parameters on the considered system.
• To obtain more insights, the asymptotic analysis for SOP and ASC are also provided, which proposes a quantitative characterization for the impact of ICE levels on the considered system. The rest of this paper is organized as follows. The system model is introduced in Section II along with the problem formulation. The secrecy system performance is investigated in Section III. Numerical results are given in Section IV. A brief summary of our work in this paper is given in Section V. The abbreviations and acronyms are given in Table 1 . 
Notations: |·| stands for the absolute value of a complex scalar. exp (·) is the exponential function, E [·] denotes the expectation operator, CN (a, B) represents the complex Gaussian distribution of a random coefficient a and covariance B. f x (·) and F x (·) denote the probability density function (PDF) and the cumulative distribution function (CDF) of random variable x, respectively.

II. SYSTEM MODEL AND PROBLEM FORMULATION
As illustrated in Figure 1 , in this paper, we consider a satellite communication system, which consists of a satellite, multiple legitimate users and multiple eavesdroppers. The satellite (Alice) namely A communicates with N legitimate users (Bobs). Due to the wide coverage of the satellite, there are M eavesdroppers (Eves) surrounding the Bobs and they want to overhear the information. We assume that all nodes in the system are equipped with a single antenna.
Alice sends its signal s (t) which obeys E |s (t)| 2 = 1 to the i-th Bob, the obtained signal at the i-th Bob 
is given by
y SB i (t) = P S f SB i s (t) + n B i (t) ,
where P S is the transmitted power of the Alice, f SB i is the channel coefficient between the Alice and the i-th Bob which obeys the shadowed-Rician (SR) fading channel [24] . n B i (t) denotes the additive white Gaussian noise (AWGN) at the i-th Bob with n B i (t) ∼ CN 0, δ 2
B i
. As mentioned before, due to the wide coverage of the satellite, there are several Eves surrounding the Bobs to wiretap the transmitted information from the satellite, hence the received signal at the j-th Eve is obtained as
where f SE j is the channel coefficient between the Alice and the j-th Eve satisfying the SR fading channel. n E j (t) denotes the AWGN at the j-th Eve with n E j (t) ∼ CN 0, δ 2 E j . As indicated earlier, the accurate CSI for the satellite link is quite difficult to be obtained, only non-ideal CSI for the satellite link is known. Thus, non-ideal channel gain need to be found out before the performance evaluations. From [25] , the channel can be modeled as
where f SX and f SX represents the practical and estimated fading coefficients, respectively. f SX and f SX are assumed to have combined ergodicity, e f SX denotes the estimation error which is orthogonal to the channel estimate coefficient f SX with modeling as a zero mean complex Gaussian distribution [25] with its variance
where L SX is the length of training symbols and
SX is the average SNR of the training symbol for the training link. Besides, P X = (1 − η) P total namely P S = ηP total with η ∈ (0, 1). P X represents the power of the pilot symbols, P total denotes the total transmission power and δ 2 SX is the AWGN variance of the transmitting links.
Therefore (1) and (2) can be rewritten as
From (5a) and (5b), the SNRs of the i-th legitimate user and the j-th Eve are, respectively, given by
where
In order to simplify the analysis, in the following, we assume that
As colluding scheme is used by Bobs and Eves, hence the final SNR at Bobs and Eves are, respectively, obtained as
Finally, according to [26] , the achievable secrecy rate (ASR) of the satellite wiretap channel can be shown as
where C SB = log 2 (1 + γ SB ) and C SE = log 2 (1 + γ SE ). 
III. SECRECY PERFORMANCE ANALYSIS
In this section, the closed-form expressions for PSPSC, SOP and ASC will be obtained. In subsection A, some primary results are given; In subsection B, the analysis for PSPSC is obtained; In subsection C, the analysis for SOP is gotten. In subsection D, the investigation for ASC is derived. The asymptotic system performance is derived in subsection E.
A. PRIMARY RESULTS
Before deriving the closed-form expressions for the secrecy system performance, the PDF and the CDF of λ SB and λ SE should be derived first.
To begin with, the channel coefficient f R ξ , R ∈ {SB, SE} , ξ ∈ {i, j} for the satellite downlink is given by 2
where h R ξ represents the random shadowing Rician coefficient of satellite channel, and C R ξ denotes the radio propagation loss including the effects of free space loss (FSL) and the antenna pattern, which is described as
where λ denotes the carrier wavelength, d is the distance between the earth station (ES) and the center of the satellite beam, and d 0 ≈ 35786km is the height of a GEO satellite. Besides, G ES is the antenna gain of the ES and G R ξ is the satellite on-board beam gain. According to [30] , the antenna gain for the ES with parabolic antenna can be approximately expressed as
where G max is the maximum beam gain at the boresight, and β is the off-boresight angle. As for G R ξ , by defining θ k as the angle between the corresponding receiver and the beam center with respect to the satellite, and θ k denoting as the 3dB angle of the on-board beam, the antenna gain from the satellite beam to the corresponding receiver is approximated by [31] 
where G max denotes the maximal beam gain, u k = 2.07123 sin θ k / sin θ k , J 1 and J 3 denote the first-kind bessel function of order 1 and 3, respectively. In order to get the best system performance, hence we set θ k → 0, as a result of G R ξ ≈ G max . On this foundation, we could obtain
From [32] , we can get the PDF and CDF for λ R are, respectively, expressed as
and B (., .) denotes the Beta function [33] . R , 2b R and m R ≥ 0 denote the average power of the line of sight (LOS) component, the average power of the multi-path component, and the fading severity parameter ranging from 0 to ∞, respectively.
Based on (13) along with integral computation, the CDF of λ R is given by
With the help of (7a), (7b), (13) and (14), the PDF and CDF for γ R can be, respectively, given by
PSPSC is an important factor that reflects the secrecy performance, which is defined as the probability that the secrecy rate C S remains higher than zero, namely,
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C. SECRECY OUTAGE PROBABILITY
The outage probability of secrecy capacity is defined as SOP, which is the likelihood of achieving a non-negative target secrecy rate. In the secrecy system, SOP is one of the most commonly used secrecy performance metrics, which can be formulated as
where C 0 = log 2 (1 + γ 0 ). By substituting (15a) with R = SB, SE into (18), we can obtain (19) , as shown at the bottom of this page.
D. AVERAGE SECRECY CAPACITY
Average secrecy capacity (ASC) is another principle performance metric to evaluate the secrecy performance, which can be defined as
According to [16] , by employing integration by parts, (20) can be computed as
Then, using (14) with R = SB, SE into (21), it can be further derived as
With the help of [33, eq. (3.353.5)], I 1 and I 2 can be reexpressed as
In (23), Ei (x) is the Exponential integral function.
E. ASYMPTOTIC SYSTEM PERFORMANCE
In the following analysis, the asymptotic SOP and ASC in high SNR regime are, respectively, investigated, which enables us to gain further insights on the joint impact of imperfect channel imperfection and system parameters on the secrecy system performance. When γ R → ∞, only the first summation term of (15b) should be taken into account, as it significantly impacts the overall performance whereas all other terms approach zero. Thereby, utilizing the Maclaurin series of the exponential function and retaining the first summation term, the asymptotic CDF of γ SB is given by
1) ASYMPTOTIC ANALYSIS FOR SECRECY OUTAGE PROBABILITY
By substituting (15a) with R = SE and (24) into (18), the asymptotic expression for SOP is given by
From (25), we can rewrite the asymptotic SOP as
In (27) , G d represents the secrecy diversity order, G a denotes the secrecy coding gain.
2) ASYMPTOTIC ANALYSIS FOR AVERAGE SECRECY CAPACITY Next, to capture the impact of key system parameters on the ASC, we proceed to analyze the asymptotic ASC of the system in the high SNR regime. In doing so, we obtain two novel metrics to characterize the asymptotic ASC, i.e., the high SNR slope and the high SNR power offset. Before deriving into the detail analysis, we first rewrite the CDF of γ SE as
Then, by inserting (28) into (20) , it can be rewritten as
Next, w 1 and w 2 at high SNRs will be derived, respectively. When x → ∞, ln (1 + x) ≈ ln x. Hence, by inserting (15a) with R = SB into (30a) and using [33, eq.(4.352.1)], we can obtain (31) , as shown at the bottom of this page. In (31), ψ (·) is the digamma function [33] . From (13) with R = SB, (31) can be reexpressed as (32) , as shown at the bottom of this page.
To derive the asymptotic expression for w 2 , we change the order of integration in (30b) and rewrite w 2 as
We can easily know that F γ SB (z) ≈ 0 approaches zero when γ SB → ∞. Applying some algebraic manipulations, we derive the asymptotic expression for w 2 as (34), as shown at the bottom of this page.
Finally, by substituting (31) and (34) into (29), the asymptotic ASC is derived as (35), as shown at the bottom of this page.
To gain deep insights, we evaluate the high SNR slope and the high SNR power offset, as two key parameters determining the ASC in the high SNR regime. Conveniently, we rewrite the asymptotic ASC in (35) in a general form as
where S ∞ is the high SNR slope in bits/s/Hz(3dB) and T ∞ is the high SNR power offset in 3dB units. We first express the high SNR slope as
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From (38), we conclude that the key parameters, such as the number of legitimate users, the number of eavesdroppers and fading severity parameters, have no impact on the high SNR slope.
We next express the high SNR power offset T ∞ as
It is clear from (39) that the effects of the main channel and the eavesdroppers' channel on the asymptotic ASC depend on T ∞ . By substituting (35) and (38) into (40), we obtain T ∞ as
and 
IV. NUMERICAL RESULTS
In this section, numerical results are provided to validate the performance analysis. Without loss of generality, we set δ 2
= 1 and in all plots we denote γ SB = γ , γ 0 = 3dB. In addition, the system and channel parameters are given in Table 2 [31] and Table 3 [32], respectively. γ SE = 5dB, respectively. It is observed that the obtained theoretical results match well with Monte Carlo simulations over the entire SNRs, which implies that the derived expressions can accurately evaluate the PSPSC performance of the considered system. It can also be found that the PSPSC of the scenario L = 5 is lower than that of the scenario L = 10. This is for the reason that when more pilot symbols are used, the more accurate CSI of the system channel will be obtained, which leads to an enhanced secrecy performance. When L is larger, the convergence rate of PSPSC to one gradually slows down. Besides, it is demonstrated that when the channel is under heavy fading, the system performance will be worse. Figure 3 shows the impact of channel fading and η on the SOP with γ SE = 5dB. It is clearly seen that the analytical results agree well with the Monte Carlo Simulation, while the asymptotic curves are in agreement with the exact curves VOLUME 7, 2019 at high SNRs, which verifies the correctness of our derived theoretical results. It is also indicated that when the more accurate CSI can be obtained, the lower SOP will be realized. Moreover, when the channel is under heavier fading, the system will have higher SOP. Figure 4 illustrates the SOP of the system versus different M and N for FHS condition. It can be found that, the SOP is getting worse as the number of M increases. Also the SOP would reduce when N increases or a higherγ is presented. Finally, we derive that the secrecy diversity order of the system will be larger as N increases which has been proved in (26) . It can be seen that the effect for the power of eavesdroppers on the ASC, namely, the more power of the eavesdroppers have, the lower ASC will be. Figure 6 examines the ASC versus differentγ , L and η with γ SE = 10dB and N = M = 1 for FHS scenario. We can also obtain that the effect of L and η on the ASC, namely, for the larger L and η, the improved ASC can be obtained. This is because when η is larger, the pilot symbol with high power level can be used for estimation. When L is larger, the system channel will have more accurate CSI. Figure 7 depicts the ASC versus differentγ , N and M with γ SE = 10dB, L = 5 and η = 0.9 for FHS. It can be found that the analytical results match well with the simulation results through the whole SNR, while the asymptotic results are in agreement with the simulation results at high SNRs. Besides, when the number of Bob is becoming larger, the ASC will be higher. In addition, when the number of eavesdroppers is reducing, an improved ASC would be obtained, either. However, we find that the high SNR slope of each curve is same which has been verified in (38).
V. CONCLUSIONS
In this paper, we have investigated the secrecy performance of satellite communication systems, where both multiple legitimate users and multiple eavesdroppers are considered in the presence of CEEs. Specially, by taking the impacts of path loss and random shadowing into account, we derived the closed-form expressions for the PSPSC, SOP and ASC. Besides, we obtained the asymptotic expressions for the PSPSC, SOP and ASC at high SNRs. Our analysis has shown that although the power and the number of eavesdroppers do not affect the secrecy diversity order, they are capable of reducing the secrecy coding gain and in turn degraded the secrecy performance of the considered satellite communication system. Finally, we found that for ASC, the high SNR slope is always one, the number of legitimate user and eavesdroppers, the power and the CEEs parameters of the system nodes do not affect the high SNR slope. KANG 
